Appendix - Technical and organisational safeguards

The Supplier and Sub-processors take the following technical and organisational measures to protect the Personal Data subject to this Data Processing Agreement:

e Measures for access control, for example procedures for password management and authentication (via two-factor authentication), logging, user rights
management and access to operating premises.

e Measures to ensure confidentiality, for example encryption of data for transfer.
e Measures to ensure accessibility, for example backups, firewalls, antivirus systems, logging and uninterruptible power supply (UPS).

The Supplier also has procedures for managing security breaches. The staff are subject to non-disclosure agreements, and security measures are carried out
regularly.



